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CARE HOUSING ASSOCIATION 

CCTV POLICY

1. Introduction

The monitoring, recording, holding and processing of images of distinguishable 
individuals constitutes personal data as defined by the Data Protection Act (1998) 
and subsequently the General Data Protection Regulations (GDPR) (2018). This 
policy intends to ensure that in its use of Closed Circuit Television (CCTV) Care is 
fully compliant with the requirements of the GDPR (2018),  the Surveillance Camera 
Code of Practice published by the Home office 2013 and the 12 guiding principles 
within that document. It should be read in conjunction with Care’s Data Retention 
Policy.

Care will facilitate the operation of CCTV at specific schemes where it is deemed 
necessary to do so and where there is a clear justification for its operation.  

2. Purpose

GDPR requires the processing of personal data to be lawful, fair and transparent. As 
CCTV collects personal data in the form of image, it is in no way immune. In almost 
all cases, business owners can rely on legitimate interests or the need to comply 
with another legal requirement for the legality of operating CCTV. However, they will 
be required to justify this against the area of coverage. Data subject's rights and 
freedoms cannot be overridden, especially in the case of legitimate interests. Even 
inside a work premises, employees have a right to privacy.

3. Guiding Principles

1. Use of a surveillance camera system must always be for a specified purpose
which is  in  pursuit  of  a  legitimate aim and necessary to  meet  an identified
pressing need. 

2. The use of a surveillance camera system must take into account its effect on
individuals and their  privacy, with regular reviews to ensure its use remains
justified.

3. There must be clear responsibility and accountability for all surveillance camera
system activities including images and information collected, held and used.

4. Clear  rules, policies and procedures must be in place before a surveillance
camera system is used, and these must be communicated to all who need to
comply with them. 

https://blog.infinigate.co.uk/gdpr-challenge-number-1-where-to-begin-preparing
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5. No more images and information should be stored than that which is strictly
required for  the stated purpose of  a surveillance camera system, and such
images  and  information  should  be  deleted  once  their  purposes  have  been
discharged. 

6. Access  to  retained  images  and  information  should  be  restricted  and  the
disclosure  of  images  and  information  should  only  take  place  when  it  is
necessary for such a purpose or for law enforcement purposes. 

7. Surveillance  camera  system  images  and  information  should  be  subject  to
appropriate security measures to safeguard against unauthorised access and
use.  

8. When the use of a surveillance camera system is in pursuit of a legitimate aim,
and there is a pressing need for its use, it should then be used in the most
effective way to  support  public  safety  and law enforcement with  the aim of
processing images and information of evidential value. 

9. CCTV will be used only to monitor external areas within private boundaries, or
in internal communal areas. No CCTV will be used within a house or flat. 

Where  CCTV  is  used  or  is  proposed  to  be  installed  at  Care’s  properties,  a
justification  exercise  must  be  carried  by  the  Housing  Officer  which  highlights
security, use, and authority issues (Appendix 1).  This exercise will be reviewed by
the Chief Executive and approve/ rejected as appropriate.

Where it is accepted that CCTV be located at these locations, Housing Officers will
review its necessity and operation on an annual basis.

4. Responsibility

The designated officer responsible for implementation and monitoring of this policy 
will be the Chief Executive. 

5. Equality and Diversity

We are committed to respecting diversity in all aspects of our work and we will not 
tolerate any form of discrimination. 

6. Commitment and Review

Care will formally review this policy every three years. 

APPENIDX 1

CCTV Appraisal

Address
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Proposed System i.e. number of 
cameras, manufacturer, etc

Reason for installation, e.g. monitor 
ASB, safety, etc

Security Measures

Who has authority to access 
images?

Do authorised users have GDPR 
training and security system 
training?

Does CCTV cover any area(s) outside
the property boundary?

How long will data be retained for 
(Care insists data is not held for 
longer than 28 days unless expressly
permitted)

Have we had sight of the support 
provider’s CCTV policy?  Does it 
comply with our requirements?

Housing Officer _________________________________________

Authorised / Rejected by Chief Executive of Care (delete as appropriate)

Signed __________________________

Date __________________________
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